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JumpTo: = [ Logeut

Welcome QQ

Here is alist of the PC's thal you have scanned and paid for.
Totry and exploityour machine piease check one of the IF addresses and select PC 211

Selectan option:

# Exploit Target Name IPAddress  Time Requestad View Ploase Selecl an option ~
1 B aa 9866214104 FebrUal 3, 2010 507 FM View Report
2 [ WiliamPacker 7247237161 February 3, 2010 244 PM View Report
3 F aa 7417620455 Januany 17,2010 £05 PM View Report
4 [0 Travis Caverhil 98.136.9278  December 10,2009 6:06 PH View Report
| Unavaliabls
B
5 B e 52.152.132.44 Oclober 8, 2009 5:45 Pl View Report
6 [ TelnetUnavailable 70451363  Septsmber9, 2008 5:43 P View Report
7 [ Unavailable 68.242.3013  Seplember 9, 2009 4:21 PM View Report

Unavailable
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PC211 is a online penetration testing
program. It will use the scan reports
from PortSnitch and then try to
exploit (hack) into all the vulnerabili-
ties that were located in the report.
By the way,

Complete the following steps in
order to run PC211:

Once you have logged into the LIG-
ATT Security Suites click on the
“PC211” logo.

Here you will see the PC211 home

page. Listed are all of your purchased
reports from PORTSNITCH.

To execute a PC211 penetration test,
simply check one of the reports that
you would like to you and click on the
“PC211” option under the “Select an
option” menu.

Once you have clicked “PC2117, the
penetration test will begin. Here you
will see a map of the target and also
the status of the penetration test. As
you wait, there are some YouTube
videos dealing with cyberstalking, spy-
ware, wireless hacking, and plenty of
other subjects dealing with network
security.

If PC211 was able to gain access on
your computer, PC211 will leave a file
named “LIGATT_SECURITY.txt” on
the root directory of you hard drive.
This file will state: “PC211 has broke
and entered into your machine. IP
Address XX. XX.XX.XX.”



25.0 HOW TO BECOME A HACKER IN FIFTEEN MINUTES

1 UKTT SECURTY - Notepad When the penetration test is complete,

PT;fd:asFT:‘:ieV::d ::rered into your machine. IF address 22.22.22.22. PC211 will dlsplay the results onto the
screen letting the user know if the sys-
tem was penetrated or not.

pag;, N— 7. You are done.

Target Information Closestlocation within a 20 mile ratius to this IF address: 22.22.02.22
=
Name: Unavailabla Unavailabls | uap_ [ Satellile

Address: Unavailasle
Unavallanie, Unavallanl

Scan staned: February 14,2010 2:07 PR
Operating System: Windows

~Here are fhe results hat we captured~

Based on the 6 ports we found open. a total of 238 exploits were ran on your computer.

PG211 ran 238 Exploits against 6 open ports. PC211 was ABLE to hack into IP Address: 22 22 2222
This scan fan for hours and minules
Your scan has completed!

If you decide to launch PC211
directly from PORTSNITCH, some of
the instructions will be slightly modi-
fied.

WELGOME TO LIGATT SEGURITY SUITES

Once you log into the LIGATT
Security Suites, click on the “PORT-
SNITCH?” logo.
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TargetInformation: Closest lncation within a 20 mile redius to this IP address: 2222 2222
————

Name: Unavailable Unavailable | satemte | Terran_|]

Address: Unavailable TH,

Unavailable, Unavailable

Scan started: February 14, 2010 207 PM

Operaling System Windows

Running PC 211
‘Warning this scan could take a while. Please do not close the browser.
This screen Wil update WIth the explalts running.
We are aboutto run 238 explaits againstyour Windows maching.

Fiease enjoy these securlly videos below while you walton your scan to complete
Trying Explott: 1 of 238

ZecPch3? 91a@9c17d92ccBel1Ba

Aautoexec
cabFeBFdfcc??67d9cdl16?
d_r

1LOG
78 LIGATT SECURITY.txt
NERD.LOG

node .c
5 OFFICE28@7_Q.TXT
Pass.txt
Fatch.LOG
Pert Logs

Once you are in “PORTSNITCH?”,
check the report you would like to
send to PC211 for a penetration test
and select “PC211” from the “Select
an Option” menu.

Once you have clicked “PC211”, the
penetration test will begin. Here you
will see a map of the target and also
the status of the penetration test. As
you wait, there are some YouTube
videos dealing with cyberstalking, spy-
ware, wireless hacking, and plenty of
other subjects dealing with network
security.

If PC211 was able to gain access on
your computer, PC211 will leave a file
named “LIGATT _SECURITY.txt” on
the root directory of you hard drive.
This file will state: “PC211 has broke
and entered into your machine. IP
Address XX. XX.XX.XX.”
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1 AT SECURTY - Notepad When the penetration test is com-
File Edit Format View Help
<21l has broke and entered into your machine. IF address 22.22.22.22. plete’ PCle Wlll dlsplay the results

onto the screen letting the user know

if the system was penetrated or not.

pag 77 dum 7o e 6. You are done.

Target Information Closestlocation within a 20 mile radius to this IP address: 22.22.02.22
x
Name: Unavailabls Unavailabls . {_tap [ Satellile

Address: Unavailasle

Unavallanie, Unavallanls

Scan staried: February 14,2010 207 PH
Operating System: Windows

~Here are he results hat we captured~

Based on the 6 ports we found open. a total of 238 exploits were ran on your computer.
PC211 ran 238 Exploits against 6 open ports. PC211 was AELE to hack into IP Address: 22.22.22.22

This scan ran for hours and minules
Your scan has completed!
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Making Money as Hacker

26.0 Making money as a hacker
26.1 Why would someone want to have a security audit or penetration test?

26.0 Now that I have read this book, how can I make money legally as a hacker?

If you would like to make money as hacker and have companies hire you to perform security
audits on their network, you might want to get your CEH (Certified Ethical Hacker), CISSP
(Certified Information Security Auditor), CEP (Certified Penetration Tester), and/or the grand-
daddy of them all, the CISSP (Certified Information Systems Security Professional) designation(s).

If you have any (or all) of these initials behind your name on your business card, people will

look at you differently—say, with an air of respect, or even awe.

26.1 Why would someone want to have a security audit or penetration test?

To tell you the truth, must IT Managers do like having outside computer security auditors
come in and find security holes in their network. Why? Because if someone from the outside
comes in and finds security flaws in the network, it is a reflection of the IT Manager; he looks
bad. Most IT Managers report to the owner, President, CEO, Mayor or some other high-up
executive who knows nothing at all about computers. As long as their computer is up and run-
ning, they are happy.

At my company, LIGATT Security (www.ligatt.com), we do not go to the IT Manager when we
want to perform an audit. We go directly to the the City Manager, Mayor, CEO, President, CFO
or another senior executive, and tell them, “If a burglar was going to break into your house
Friday at 4 p.m., he is not going to call and say, ‘Hello, Mr. Smith, this is your neighborhood
burglar, and I just wanted to let you know that I will be breaking into your house Friday at 4
p.m. Please have some cookies out waiting for me.’

“Similarly, if a hacker is going to break in to your network, he is not going to tell the IT
Manager. So if your IT Manager is as good as he says he is, let us perform a secret penetration
test to see if we can get in to your network. If we can get in, then you need to fire your IT
Manager. If we don’t, then you can justify why you are paying him so much.” This has worked

every single time!
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If that does not work, because your delivery is not that good, then talk to him like you are old
Harvard classmates and tell him about all the benefits of penetration testing, and let him know
that it can allow the company to:

Intelligently manage vulnerabilities

Penetration testing provides detailed information on actual, exploitable, security threats. By
performing a penetration test, you can proactively identify which vulnerabilities are most critical,
which are less significant, and which are false positives. This allows your organization to more
intelligently prioritize remediation, apply needed security patches and allocate your security
resources most efficiently to ensure that they are available when and where you need them most.

Avoid the cost of network downtime

Recovering from a security breach can cost an organization millions of dollars related to IT
remediation efforts, customer protection and retention programs, legal activities, discouraged
business partners, lowered employee productivity and, as a result, reduced revenue. Penetration
testing helps you avoid these financial pitfalls by proactively identifying and addressing risks
before attacks or security breaches occur.

Meet regulatory requirements and avoid fines

Penetration testing helps organizations address the general auditing/compliance aspects of such
regulations as GLBA, HIPAA and Sarbanes-Oxley, and specifically addresses testing requirements
documented in the PCI-DSS and federal FISMA/NIST mandates. The detailed reports that pene-
tration tests generate can help organizations avoid significant fines for non-compliance and allow
them to demonstrate the company’s ongoing due diligence in maintaining required security con-
trols to assessors and auditors.

Preserve corporate image and customer loyalty

Even a single incident of compromised customer data can be costly in terms of both negatively
affecting sales and tarnishing an organization’s public image. With customer retention costs high-
er than ever, no one wants to lose the loyal users they’ve worked hard to earn, and data breaches
are likely to turn off new and prospective clients. Penetration testing helps you avoid data inci-
dents that put your organization’s reputation and trustworthiness at stake.

Protect business partner relationships

When one organization suffers a data breach or infrastructure attack, it often affects their busi-
ness partners, either directly or by association. With many of today’s businesses seeking reassur-
ance from partners that they are maintaining sufficient security controls, penetration testing
results demonstrate the company’s commitment to proactive vulnerability assessment, risk mitiga-
tion and threat management.

Justify security investments

Most organizations have significantly increased their IT security budgets in recent years, yet
struggle to derive metrics for determining return-on-investment on those assets, aside from how

well they’ve performed in terms of avoiding major incidents. Penetration testing provides a
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unique, hands-on process for both evaluating the effectiveness of existing security point products
and building a case for future investments.

Satisfy prerequisites for cybersecurity insurance

Penetration testing is fast becoming a requirement for obtaining cybersecurity insurance cover-
age. Insurance carriers understand that the most comprehensive means of determining the effec-
tiveness of any organization’s defensive mechanisms and internal security policies is a policy of

regular testing to ensure that valuable assets are adequately protected.
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Glossary of Terms

or
How to Become the World’s No. 1 Hacker
Short & Simple

27.0 Glossary of Terms

Active & Passive Reconnaissance

Active Reconnaissance—The process of collecting information about an intended target of a
malicious hack by probing the target system. Active reconnaissance typically involves port scan-
ning in order to find weaknesses in the target system (i.e., which ports are left vulnerable and/or
if there are ways around the firewall and routers). The process of exploiting the system can then
be carried out once “How To Become The World’s No. 1 Hacker Short & Simple” finds a way to
access the system.

Passive Reconnaissance—The process of collecting information about the intended target of a
malicious hack, without the target knowing what is occurring. Typical passive reconnaissance can
include physical observation of an enterprise’s building, sorting through discarded computer
equipment in an attempt to find equipment that contains data or discarded paper with usernames
and passwords, eavesdropping on employee conversations, researching the target thoroughly to
collect information, and packet sniffing.

Buffer Overflows—An anomalous condition in which a process attempts to store data beyond
the boundaries of a fixed-length buffer.

CEH (Certified Ethical Hacker)—An Ethical Hacker is one name given to a Penetration Tester.
An ethical hacker is usually employed by an organization that trusts him to attempt to penetrate
networks and/or computer systems, using the same methods as a hacker, for the purpose of find-
ing and correcting computer security vulnerabilities.

CPT (Certified Penetration Testing Expert)—A security professional with the ability to plan,
manage and perform a penetration test. The designation “Expert” is related to the depth and
breadth of understanding required to manage a project involving multiple team members, manage
the client’s expectations, and deliver an audit of security controls that is thorough, well docu-

mented and ethically sound.
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CISA (Certified Information Security Auditor)—Since 1978, the Certified Information Systems
Auditor (CISA) program, sponsored by ISACA®, has been the globally accepted standard of
achievement among Information Systems (IS) audit, control and security professionals.

CISM (Certified Information Security Manager)—A certification for information security man-
agers awarded by the Information Systems Audit and Control Association (ISACA). To gain the
certifications, individuals must pass a written examination and have at least five years of infor-
mation security experience, with a minimum three years of information security management
work experience in particular fields.

CISSP (Certification for Information System Security Professional)— A certification reflecting
the qualifications of information systems security practitioners. The CISSP examination consists
of 250 multiple-choice questions, covering such topics as Access Control Systems, Cryptography,
and Security Management Practices, and is administered by the International Information
Systems Security Certification Consortium or (ISC)2 (www.isc2.org). The (ISC)2 promotes the
CISSP as an aid to evaluating personnel performing information security functions. The certifica-
tion was first available in 1989.

Class A—Begins with a “0” bit. Of a possible 128 Class A network, only 51 exist.

Class C—Begins with a “110” binary bit sequence. Most applicants are assigned Class C
addresses in blocks of 255 IP addresses.

Cracker—A person who “cracks” computer and telephone systems by gaining access to pass-
words or by “cracking” the copy protection of computer software. Cracking is usually an illegal
act. A Cracker is a “Hacker” whose hacks are beyond the bounds of propriety, and usually
beyond the law. The term ”cracker” is said to derive from the word “safecracker.”

Cryptography—The practice and study of hiding information. In modern times, cryptography is
considered a branch of both mathematics and computer science, and is affiliated closely with
information theory, computer security, and engineering. Cryptography is used in applications
present in technologically advanced societies. Examples include the security of ATM cards, com-
puter passwords, and electronic commerce, all of which depend on cryptography.

Denial of Service—An attempt to make a computer resource unavailable to its intended users.

DOS attacks—An attack on the Disk Operating System, as in MS-DOS, which stands for
MicroSoft Disk Operating System. A disk operating system is software that organizes how a
computer reads, writes and reacts with its disks—floppy or hard—and talks to various input/out-
put devices, including keyboards, screens, serial and parallel ports, printers, modems, etc. Until
the introduction of Windows, the most popular operation system for PCs was MS-Dos from
Microsoft, Bellevue, WA.

DSL (Digital Subscriber Line)—A method for home users and small businesses to have high-
speed access to the Internet over standard copper lines. Capable of receiving up to 6.1 megabits
per second, DSL is a great solution, provided it is available in your area. Because of the technolo-
gy used, you must be within a certain distance from your phone company’s CO (Central Office).

298 | How to Become the World’s No.1 Hacker, Short & Simple



27.0 GLOSSARY OF TERMS

Various forms of DSL are available, including: ADSL, CDSL, HDSL, IDSL, RADSL, SDSL, UDSL
and VDSL.

Enumeration—An exact listing of all of a system’s elements (perhaps with repetition). The
restrictions imposed on the type of list used depend on the branch of mathematics and the con-
text in which one is working. In more specific settings, this notion of enumeration encompasses
the two different types of listing: one in which there is a natural ordering, and one in which the
ordering is more nebulous.

Exploit—A piece of software, a chunk of data, or sequence of commands that take advantage
of a bug, glitch or vulnerability in order to cause unintended or unanticipated behavior to occur
on computer software, hardware, or other electronic (usually computerized) devices or systems.
This frequently includes such acts as violently gaining control of a computer system or allowing
privilege escalation or a denial of service attack.

Footprinting—The technique of gathering information about computer systems and the entities
they belong to.

Firewalls—Programs frequently used to prevent unauthorized Internet users from accessing pri-
vate networks connected to the Internet, especially intranets. All messages entering or leaving the
intranet pass through the firewall, which examines each message and blocks those that do not
meet the specified security criteria.

Gateway—A node on a network that serves as an entrance to another network. In enterprises,
the gateway is the computer that routes the traffic from a workstation to the outside network
that is serving the Web pages. In homes, the gateway is the ISP that connects the user to the
Internet.

In enterprises, the gateway node often acts as a proxy server and a firewall. The gateway is also
associated with both a router, which use headers and forwarding tables to determine where pack-
ets are sent, and a switch, which provides the actual path for the packet in and out of the gate-
way.

Hacking—A modification of a program or device to give the user access to features that were
otherwise unavailable, such as DIY circuit bending.

Hacker—A microcomputer user who attempts to gain unauthorized access to proprietary com-
puter systems.

ICMP (Internet Control Message Protocol)—An error-reporting and diagnostic utility consid-
ered a required part of any IP implementation. Understanding ICMP and knowing what can pos-
sibly generate a specific type of ICMP is useful in diagnosing network problems.

IDS (Intrusion Detection System)—A technology that gathers and analyzes information across
gateways, servers, and desktops to identify unwanted attempts at accessing, manipulating, and/or
disabling of computer systems, primarily through a network, such as the Internet. These attempts
may take the form of attacks by crackers, malware and/or disgruntled employees. IDS cannot
directly detect attacks on networks through the use of statistical analysis of network traffic as
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well as by monitoring reports and log files to detect abnormal network activity. Once illicit activi-
ty is detected, the IDS alert administrators.

IP address—An identifier for a computer or device on a TCP/IP network. Networks using the
TCP/IP protocol route messages based on the IP address of the destination. The format of an IP
address is a 32-bit numeric address written as four numbers separated by periods. Each number
can range from zero to 255. For example, 1.160.10.240 could be an IP address.

IPS (Intrusion Prevention System)—A system used in computer security that provides policies
and rules for network traffic, along with an intrusion detection system for alerting system or net-
work administrators to suspicious traffic, but which allows the administrator to provide the
action upon being alerted. Some compare an IPS to a combination of IDS and an application
layer firewall for protection.

ISP (Internet Service Provider)—A company that provides access to the Internet. For a monthly
fee, the service provider gives you a software package, username, password and access phone
number. Equipped with a modem, you can then log on to the Internet and browse the World
Wide Web and USENET, and send and receive email.

Mac Address (Media Access Control Address)— A hardware address that uniquely identifies
each node of a network. In IEEE 802 networks, the Data Link Control (DLC) layer of the OSI
Reference Model is divided into two sub layers: the Logical Link Control (LLC) layer and the
Media Access Control (MAC) layer. The MAC layer interfaces directly with the network medium.
Consequently, each different type of network medium requires a different MAC layer.

Network—A group of two or more computer systems linked together. There are many types of
computer networks, including:

B [ ocal-Area Networks (LANs), in which the computers are geographically close together (that

is, in the same building).

® Wide-Area Networks (WANSs), in which the computers are farther apart and are connected by

telephone lines or radio waves.

B Campus-Area Networks (CANs), in which the computers are within a limited geographic

area, such as a campus or military base.

B Metropolitan-Area Networks (MANs): A data network designed for a town or city.

B Home-Area Networks (HANSs): A network contained within a user’s home that connects a

person’s digital devices.

Packets—A piece of a message transmitted over a packet-switching network

Penetration Testing—A method of evaluating the security of a computer system or network by
simulating an attack from a malicious source, known as a Black Hat Hacker, or Cracker.

Physical Security—Measures designed to prevent or deter attackers from accessing a facility,
resource, or information stored on physical media, and guidance on designing structures to resist
various hostile acts!. Physical security can be as simple as a locked door or as elaborate as multi-
ple layers of armed Security guards and Guardhouse placement.
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Ping—A utility used to determine whether a specific IP address is accessible. It works by send-
ing a packet to the specified address and waiting for a reply. PING is used primarily to trou-
bleshoot Internet connections. There are many freeware and shareware Ping utilities available for
personal computers.

Port—An interface on a computer to which you can connect a device. Personal computers have
various types of ports. Internally, there are several ports for connecting disk drives, display
screens, and keyboards. The term “Port” also refers to several other aspects of network technolo-
gy. A port can refer to a physical connection point for peripheral devices, such as serial, parallel,
and USB ports, and can also be used to refer to certain Ethernet connections points, such as those
on a hub, switch, or router.

Port Scan—The act of systematically scanning a computer’s ports. Since a port is a place where
information goes into and out of a computer, port scanning identifies open doors to a computer.
Port scanning has legitimate uses in managing networks, but port scanning also can be malicious
in nature if someone is looking for a weakened access point to break into your computer.

Types of port scans:

B Vanilla, in which the scanner attempts to connect to all 65,535 ports.

B Strobe: a more focused scan looking only for known services to exploit.

B Fragmented Packets, in which the scanner sends packet fragments that get through simple

packet filters in a firewall.

® UDP, in which the scanner looks for open UDP ports.

B Sweep, in which the scanner connects to the same port on more than one machine.

B FTP bounce, in which the scanner goes through an FTP server in order to disguise the source

of the scan

B Stealth scan, in which the scanner blocks the scanned computer from recording the port scan

activities.

Reconnaissance—A military and medical term denoting exploration conducted to gain information.

Router—A device that forwards data packets along networks. A router is connect to wither a
LANs or WANSs or a LAN and its ISP’s network. Routers are located at gateways, the places
where two or more networks connect.

Services—Long-running executables that perform specific functions and which are designed not
to require user intervention. Windows services can be configured to start when the operating sys-
tem is booted and run in the background as long as Windows is running, or they can be started
manually when required. They are similar in concept to a Unix daemon. Many appear in the
processes list in the Windows Task Manager, most often with a username of SYSTEM, LOCAL
SERVICE or NETWORK SERVICE, though not all processes with the SYSTEM username are
services. The remaining services run through svchost.exe

Session Hijacking—The exploitation of a valid computer session, sometimes called a session

key, to gain unauthorized access to information or services in a computer system. In particular, it
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is used to refer to the theft of a magic cookie used to authenticate a user to a remote server. It has
particular relevance to web developers, as the HTTP cookies used to maintain a session on many
web sites can be easily stolen by an attacker using an intermediary computer or with access to the
saved cookies on the victim’s computer

SMTP (Simple Mail Transfer Protocol)—A protocol for sending email messages between
servers. Most email systems that send mail over the Internet use SMTP to send messages from
one server to another; the messages can then be retrieved with an email client using either POP or
IMAP. In addition, SMTP is generally used to send messages from a mail client to a mail server.
This is why you need to specify both the POP or IMAP server and the SMTP server when you
configure your email application.

Sniffer—A program and/or device that monitors data traveling over a network. Sniffers can be
used both for legitimate network management functions and for stealing information off a net-
work. Unauthorized sniffers can be extremely dangerous to a network’s security because they are
virtually impossible to detect and can be inserted almost anywhere. This makes them a favorite
weapon in “How To Become The World’s No. 1 Hacker Short & Simple’s” arsenal.

Social Engineering—The act of manipulating people into performing actions or divulging confi-
dential information. While similar to a confidence trick or simple fraud, the term typically refers
to trickery or deception for the purpose of information gathering, fraud or computer system
access. In most cases the attacker never comes face-to-face with the victim.

SPOOFING (Caller ID Spoofing)—The practice of causing the telephone network to display a
number on the recipient’s caller ID display which is not that of the actual originating station.

Spoofing is also used to affect email users. The sender information shown in emails (the
“From” field) can be spoofed easily. This technique is commonly used by Spammers to hide the
origin of their emails and leads to problems such as misdirected bounces (i.e. email spam
backscatter).

SQL (Structured Query Language)—Pronounced as either see-kwell or as separate letters, SQL
is a standardized query language for requesting information from a database. The original ver-
sion called SEQUEL (Structured English QUEry Language) was designed at an IBM research
center in 1974 and 1975. SQL was first introduced as a commercial database system in 1979 by
Oracle Corporation.

TCP (Transmission Control Protocol)—Pronounced as separate letters. TCP is one of the main
protocols in TCP/IP networks. Whereas the IP protocol deals only with packets, TCP enables two
hosts to establish a connection and exchange stream of data. TCP guarantees delivery of data and
also guarantees that packets will be delivered in the same order in which they were sent.

Trace Route—A TCP/IP utility, originally Unix, which allows the user to determine the route
packets are taking to a particular host. Traceroute works by increasing the “time to live” value of
packets and seeing how far they get until they reach the given destination; thus building a length-
ening trail of passed-through hosts.

302 | How to Become the World’s No.1 Hacker, Short & Simple



27.0 GLOSSARY OF TERMS

Trojan—A form of malware that appears to perform a desirable function, but which actually
performs undisclosed malicious functions that allow unauthorized access to the host machine.
Therefore, a computer worm or virus may be a Trojan horse, given that open access up to intrud-
ers. The term is derived from the classical story of the Trojan Horse.

UDP—A connectionless protocol that, like TCP, runs on top of IP networks. Unlike TCP/IP,
UDP/IP provides very few error recovery services, offering instead a direct way to send and
receive datagrams over an IP network. It is used primarily for broadcasting messages over a net-
work.

Virus—A program or piece of code that is loaded onto your computer without your knowledge
and runs against your wishes. Viruses can also replicate themselves. All computer viruses are
manmade. A simple virus that can make a copy of itself over and over again is relatively easy to
produce. Even a simple virus is dangerous because it will quickly use all available memory and
bring the system to a halt. An even more dangerous type of virus is one capable of transmitting
itself across networks and bypassing security systems.

Vulnerability—A weakness in a system that allows an attacker to violate the integrity of that
system. Vulnerabilities may result from weak passwords, software bugs, a computer virus or
other malware, a script code injection, or a SQL injection.

Who IS—An Internet utility that returns information about a domain name or IP address. For
example, if you enter a domain name such as microsoft.com, whois will return the name and
address of the domain’s owner (in this case, Microsoft Corporation).

Wireless—Defined by the dictionary as “having no wires,” wireless, in networking terminology,
is the term used to describe any computer network in which there is no physical wired connec-
tion between sender and receiver, but is instead connected by radio waves and/or microwaves to
maintain communications. Wireless networking utilizes specific equipment such as NICs, APs and
routers in place of wires (copper or optical fiber) for connectivity.

Worm—A program or algorithm that replicates itself over a computer network and usually per-
forms malicious actions, such as using up the computer’s resources and possibly shutting the sys-
tem down. Also see Virus.
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“Computer hacking will never die
— just multiply!”

Every day, we hear and see in the news about con-
stant cyber attacks, where hackers have stolen iden-
tities, taken millions of dollars, or even shut down
websites and companies in their entirety. The rea-
son why hacking will never die is because we hire
IT-Managers, who are not hackers, to protect our
networks. Statistics show that every 6 seconds a
personal computer is hacked into. Many consumers
rely on the concept that the applications that came
installed on their brand new computers, are kryp-
tonite and impenetrable by hackers. They believe
and trust that the “Geek Squad”, Norton and other
anti-hacker applications can protect them. However,
this is entirely false!!!

We have all heard the adage, “In order to catch a thief, it takes a thief’, well, “in
order to catch a hacker it takes a hacker.” Gregory Evans, world renowned se-
curity expert, will show you step by step what tools hackers use to get into your
network. Evans will then take those same tools and show you step by step how
to hack into your own network.

THIS GUIDE COVERS

H Installing Spyware B Cracking Wireless Network

B Hacking into a computer B Hacking Web serves

B Tapping VOIP telephones B Password Cracking

B Hacking Voicemail H Social Engineering

H Cell Phone Spyware H Denial of Service

H Reseting Windows Passwords B How to make money as a
L. Certified Ethical Hacker

B SQL Injection AND MUCH, MUCH MORE!
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